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21.2 OpenDS

OpenDS is an open source community project building a free and comprehensive next
generation directory service. OpenDS is designed to address large deployments, to provide
high performance, to be highly extensible, and to be easy to deploy, manage and monitor.
The directory service includes not only the Directory Server, but also other essential
directory-related services like directory proxy, virtual directory, namespace distribution
and data synchronization. Initial development of OpenDS was done by Sun Microsystems,
but is now available under the open source Common Development and Distribution License
(CDDL). 

Implementing OpenDS

  
Because OpenDS is a completely Java-based directory service it makes the perfect
directory service platform to embedded with webNetwork for an external directory service.
 The architecture allows the webNetwork administrator to place the OpenDS directory
service on the same physical server as the webNetwork Server.  Placing both the
webNetwork Server and the OpenDS Service on the same machines has the following
benefits:

• Does not add an additional server to the configuration

• Limits communication failures between the webNetwork Server and Directory
Service

• Increases performance and stability

In the diagram above the webNetwork Server will register both directory services
(Corporate and External) and consolidate them into one virtual directory tree.  The
webNetwork Server will be responsible for managing the connections to both
directories and directing requests between the two directory services.  The
External Directory (OpenDS) can run on the same physical machine as the
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webNetwork Server regardless of the operating system.

By default the webNetwork Server is not deployed with OpenDS enabled.  It will be
up to the webNetwork administrator to: 1) download and install OpenDSDS, and 2)
configure the External Directory Service.  

1) Downloading and Installing OpenDS

OpenDS can be obtained from the project site 

(https://opends.dev.java.net/public/downloads_index.html)

The webNetwork administrator will want to make sure to grab the correct
distribution matching the operating system the webNetwork Server is running on. 
Once the installation files are downloaded the administrator can install the OpenDS
service on the webNetwork Server.  

The administrator should run through the quicksetup for the OpenDS install.  The
administrator should remember to write down the LDAP Listener Port, Root User
DN, and the Password.  These parameters will be needed to configure the External
User service on the webNetwork Server. 

It is also recommended the administrator verify the directory service is running and
functional by connecting to the OpenDS Directory Service with an LDAP browser. 
By connecting with an LDAP browser the administrator can verify the directory is
functioning on a specific port, can authenticate the admin account, and
responding to requests.  The administrator can download an open-source LDAP
browser from the Internet (LDAPBrowser 2.8.2) and use it to connect to the
OpenDS system.   

The default parameters for the OpenDS Server are:

https://opends.dev.java.net/public/downloads_index.html)
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• TCP Port number 389 (Stoneware recommends using port 10289 to avoid
conflict)

• Admin Account - cn=Directory Manager

 

2) Enabling the External Directory Service

Once the OpenDS in installed on the webNetwork Server the administrator will
need to configure the External Directory Service through the Stoneware
Management Console on the webNetwork Server.  The External Directory Service
configuration screen can be accessed through the Directory Service configuration
on the Management Console.

The administrator will be responsible for entering the connection information
required to connect to the LDAP agent of the  OpenDS service.  The admin
account name, port, and password are all pre-configured when the OpenDS
service is installed and the two configuration files are put in place.

Once the service has been configured the administrator will need to stop the
webNetwork Server and restart it so it can successfully connect to the OpenDS
LDAP agent.   When the server has successfully connected to the LDAP agent of
the OpenDS server the webNetwork administrator will see an swExternal-Users
container in the webAdmin Tree View and be capable of successfully expanding the
container object.

21.3 Managing External Users
External users are classified as any user account the organization
wishes to exist outside the corporate network.  These accounts
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are not created in the default network directory, instead external
user accounts are created and managed in an external directory
service.  

When the webNetwork administrator enables the External User
Service on the system, a new context will be automatically
created at the top of the directory service tree.   This new
container, swExternal-Users is defined in the external directory
and configured to store all account information in the local OpenDS
instance.  

The swExternal-Users context is defined as a
organization unit capable of managing user
accounts, groups, other container objects, and
Stoneware objects.  

The goal of the external container is to integrate
external users into the webNetwork environment as
seamlessly as possible.  The webNetwork
administrator should not have to dramatically change
the management of the system for users who exist
outside the organization.

webNetwork administrators can manage the external user's
directory from within webAdmin by simply navigating down the
swExternal-Users context.  All the same management rules apply
under the swExternal-Users container as they apply in other areas
of the directory service tree.  The webNetwork administrator
should consider how he/she will organize the external user branch
of the tree (i.e. - geographically, functionally, etc) before
populating the directory with a large number of accounts.   

Assigning webNetwork Resources



Chapter 21: External Users 402

Stoneware, Inc. ... © 2009

For a webNetwork administrator managing the assignment of webNetwork resources is not
much different for users and groups defined within the external directory.  Each
webNetwork resources (file system node, link, component, lockbox, etc) will have a new
management panel added called EXTERNAL USERS.  This panel will allow the administrator
to assign user, group, and container objects existing in the external directory.  When
assigning external users and groups to a resource simply browse and select the user and
group objects from the swExternal-Users context of the directory service tree.  The
directory browser will limit the browsing capability of the panel to the swExternal-Users
container.

When selecting a user, group, or container object from the swExternal-User branch of the
directory service tree, the administrator will be capable of managing the object just as if
it was in the corporate directory structure.  The webNetwork administrator can browse
both the external and corporate branches of the directory service tree having full rights
to assign objects in either branch.  

21.4 Chapter 21: Labs
21.4.1 Lab 21-1: Install OpenDS

Objective: webNetwork administrator will install OpenDS on the webNetwork Server

1. Start the OpenDS installation.  Open windows explorer
and run 

C:\CLASS\APPLICATIONS\openDS\SETUP.BAT

2. Select the NEXT button to continue

3. Enter the LDAP server settings

Host Name - 127.0.0.1
LDAP Listener - 10389
Administrator Connector Port: 4444
LDAP Secure Access - disabled
Root User DN - cn=Directory Manager
Password - stoneware
Confirm Password - stoneware

4. Select the NEXT button to continue

5. Select the STANDALONE server option

6. Select the NEXT button

7. Enter ou=swExternal-Users for Directory Base DN:
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8. Select the NEXT button

9. Review the settings

10. Uncheck the START SERVER WHEN CONFIGURATION
HAS COMPLETED option box

11. Check the RUN OPENDS as a WINDOWS SERVICE option
box

12. Select the FINISH button

13. Select the CLOSE button

14. Copy the file 99-stoneware.ldif from C:
\STONEWARE\OPENDS\ to

C:
\CLASS\APPLICATIONS\openDS\CONFIG\SCHEMA

15. Click the Windows START button, choose RUN

16. Enter SERVICES.MSC and press ENTER

17. Find the OPENDS Service and start it

Testing Connectivity to OpenDS

Once the OpenDS service is started the webNetwork
administrator should verify the directory service is
functional and available to the webNetwork System before
configuring the External Directory service on webNetwork. 
The steps below will outline how to use an LDAP browser to
test LDAP connectivity to the ApacheDS agent. 

* Note - a LDAP browser has already been installed
on the workstation for testing (LDAPBrowser
2.8.2)

1. Select the LDAPBrowser icon located under the START
| ALL PROGRAMS on the Windows workstation

2. Select the QUICK CONNECT tab at the top of the screen

3. Enter the information required to connect to the LDAP
agent of the OpenDS service

a. Enter 127.0.0.1 for the HOST (local machine
address)
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b. Enter 10389 for the PORT

c. Enter ou=swExternal-Users for the BASE DN

d. Uncheck the ANONYMOUS BIND box 

e. ENTER cn=Directory Manager for the USER DN
field

f. Enter stoneware for the admin's password

4. Select the CONNECT button

5. The OpenDS directory tree should appear

* If the tree appears, continue to the next lab
(OpenDS is functional)

* If the tree does not appear or an error messages
is displayed, review the LDAPBrowser settings or
check the OpenDS configuration

21.4.2 Lab 21-2: Configure the External Directory
Objective: webNetwork administrator will configure the webNetwork Server to
communicate with the OpenDS as an External Directory service.  Only proceed if you have
successfully tested the communications between the LDAPBrowser and the directory
service.

1.Open the Stoneware Management Console 

2.Expand the System Link

3.Expand the Loader Link

4.Expand the Profile Link

5.Select the Directory Service Link

6.Select the External Directory button

7.  Enter the External Directory Service information (this
should be similar to the information entered in the
LDAPBrowser)

Directory - Select OpenDS as the directory type
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Enabled - Check the ENABLE box to enable the
service

DNS Name / IP Address - enter the local
workstation's IP address or loopback with the LDAP
server's port number separated by a colon (:)

127.0.0.1:10389 

Admin Account - enter the full DN (distinguished
name) of the admin account on the  OpenDS system

cn=Directory Manager

Admin Password - enter the admin account's
password

 stoneware

8.  Select the SAVE button

9.  Restart the webNetwork Server

a. From the Management Console expand the 
System Link

b. Select the Loader link

c. Select the SHUTDOWN SERVER button

d. Startup the webNetwork Server from the desktop
icon or the service management screen

10. Verify the OpenDS is accessible through webAdmin

a. Select the System Link in the Management Console

b. Select the WEBADMIN button at the top right of the
screen 

c. Verify there is an swExternal-Users container at the
top of the directory tree and it can be expanded without
erros.

21.4.3 Lab 21-3: Managing Users and Groups in the External Directory
Objective: This lab will walk the webNetwork administrator through the process of
creating, managing, and deleting users and groups in the External branch of the directory
service tree.  

Creating an External User
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1. Login to the webNetwork System as the ADMIN user

2. Open the webAdmin Dashboard under the ADMIN PROGRAMS menu

3. Expand the TREE ROOT folder

4. Right-click on the swExternal-Users container and select CREATE OBJECT

5. Select ORGANIZATIONAL UNIT from the list and press the NEXT button

6. Enter the name of  Customers for the new ORGANIZATIONAL UNIT 

7. Select the NEXT button

7. Enter the name of Vendors for a second ORGANIZATIONAL UNIT 

8. Select the NEXT button

9. Select the CLOSE button

10. Expand the swExternal-Users container

11. Select the Customers container and right-click

12. Select the CREATE OBJECT option

13. Select USER as the OBJECT TYPE and select NEXT

14. Enter the name of ABC and select the NEXT button

15. Enter the User information for ABC (see below)

User Name = ABC

Last Name = Stoneware

Password = stoneware

16. Select the NEXT button

17. Select the CLOSE button

18. Expand the Customers container and verify the new account exists

19. Close webAdmin

20. Logout of the system

21. Login to the system as the ABC account with the password of stoneware

* this will verify the account was created properly and the rights the user
has in the system
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* The new external user should have no rights to any service when he/she logs
into the system.  The webNetwork services and applications are assigned under
the stoneware branch of the directory service tree and the external users do
not inherit any of those right/services. 

Creating an External Group

The next step will create a group called ABCEmployees and assign the ABC user to
the group

1. Login to the webNetwork System as the ADMIN user

2. Open the webAdmin Dashboard under the ADMIN menu

3. Expand the USER-GROUP ADMIN folder 

4. Right-click on the USER-GROUP ADMIN folder and select the CREATE GROUP
option

5. Enter a group name of ABCEmployees 

6. Select the ADD button to add group members

7. Browse the swExternal-Users container and select the ABC user under the
customers organizational unit

8. Select the OK button

9. Change the CHOOSE CONTEXT dropdown to CHOOSE OTHER CONTEXT 

10. Select the NEXT button 

11. Select the ADD button

12. Select the swExternal-Users container

13. Select the OK button

14. Select the NEXT button

11. Select the CLOSE button

* An external user and group now exists

* The next steps will assign the user and group webNetwork resources

Assigning webNetwork Link
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The next step will assign various links to the new ABCEmployees group.  This
demonstrates that the users created in the external directory can have access
to the same webNetwork resources as users in the default directory.

1. Login to the webNetwork system as the ADMIN user

2. Expand the USER-GROUP ADMIN folder

3. Select the ABCEmployees group

4. Select the ASSIGNMENTS panel from the dropdown list

5. Select the ADD button in the ASSIGNED LINKS section

6. Select all links in the Account Mgmt folder (Hold down the SHIFT key while
selecting)

7. Select the OK button

8. Select the SAVE button

9. Close the webAdmin Dashboard

10. Logout of the system

11. Login to the system as the ABC user to verify new link have been assigned to
the external group 

Assigning webNetwork Web Application

The next step will assign a web application to the external ABC user.  These steps
will demonstrate that web applications can be assigned to external users as well
has directory service users.

1. Login to the webNetwork System as the ADMIN user

2. Expand the USER-GROUP ADMIN folder

3. Select the ABC user account

4. Select the ASSIGNMENT panel

5. Select the ADD button 

6. Browse and select the the APACHE-LINK from under the APPLICATIONS menu

7. Select the OK button

8. Select the CLOSE button



webNetwork 5.4 Advanced Administrator Training409

Stoneware, Inc. ... © 2009

9. Select the SAVE button

10. Close the webAdmin Dashboard 

* Logout as the admin user and in as the ABC user to verify the APACHE link is
under the APPLICATIONS, the Apache link will run the web application, and the
ABC user has rights to the web application  

Configuring the External User's Desktop Profile 

This section will configure the webDesktop profile and components for external
users

1. Login to the webNetwork System as the ADMIN user

2. Open the webAdmin Dashboard under the ADMIN menu

3. Expand the swExternal-Users branch of the directory service tree

4. Select the swExternal-Users container

5. Select the ASSIGNMENTS panel from the dropdown list

6. Select the ADD button in the DESKTOP PROFILE section

7. Browse and select the wN53-MacProfile located under the stoneware
container

8. Select the OK button

14. Select the SAVE button

15. Logout of the webNetwork System 

16. Login to the webNetwork System as the ABC user

17. Verify the profile has changed

22 Chapter 22: Clustering

22.1 Overview
As webNetwork become a critical component of the business landscape, it is important
customers can build fault tolerant systems which provide both the flexibility and
redundancy they need.  With the introduction of Stoneware webNetwork 4.0,
organizations can deploy completely fault tolerant webNetwork solution with the
implementation of Clustering Services.  Clustering services provides a distributed services
architecture allowing webNetwork users to gain access to the information they need 24/7.


