How to Create a certificate for a website using IIS 6 and
CAcert.

1. Open 1S Manager, then right click on the website you wish to create the cert for.
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2. Choose the “ Directory Security” tab then choose the “ Server Certificate” button.

phb.pengdows.com Properties E |
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Drectory Security |  HTTPHeaders |  CustomErors | ASP.NET

—Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource, Bt

e e

—IP address and domain name restrickions

arant or deny access ko this resource using
IP addresses ar Internet domain names.

Edit... |

—Secure commmunicakions

Require secure communications and
enable client certificates when this
resource is accessed, |

Server Certificate. . |

Wiew Certificate. ..

Edit... |

O Cancel Appli | Help |




3. Click Next, on the “Welcome” page to the Wizard. Choose the “Create new
certificate” radio button, then click “next” again.
Welcome to the Web Server Certificate Wizard. | x| |

Welcome to the Web Server

@ Cerntificate Wizard
Y

Thiz wizard helps you create and administer server
certificates used in zecure Web communications
bebween your server and a client.

Status of your Web Server:

Y'ou have a certificate installed for the selected
gerver. Certificate Wizard will help pou to manage
thiz certificate.

To continue, click Mest.

¢ Back

Caricel |
115 Certificate Wizard =]

Server Certificate
These are the methods for azzigning a certificate to a'wWeb site.

Select the method pou want ko use for this web zite:

% Lreate a new certificate.

" Azzign an existing certificate
(" Import a certificate from a Key Manager backup file.
("~ Import a certificate from a .pfx file

(" Copy or Move a certificate from a remote sepver zite bo this site,
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4. Choose “ Prepare the request now, but send it later”

IIS Certificate Wizard EH |

Delayed or Inmediate Request

Y'ou can prepare a request to be zent later, or vou can zend one
immediately.

Do you want ko prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authority’?

" Prepare the request now, but zend it later

" Send the request immediately ta an online certification autharity
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5. Enter aname for the cert, this could be anything, Microsoft often refersto this as the
“Friendly Name”.

IIS Certificate Wizard EH |

Mame and Security Settings
Y'our nesw certificate must have a name and a specific bit length.

Twpe a name faor the new certificate. The name zhould be easy for pou to refer to and
remember.

The bit length aof the encroption key determines the certificate’s encyphion strength.
The areater the bit length, the stronger the secunty. Howewver, a greater bit length may
decreaze performance.

Eit length: 1024 j

[T Select cryptographic service provider [CSF] for this certificate
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6. Enter something into “Organization” and “Organizational Unit”, these can be anything
but are more useful to people who might look at the certificate if you put something
meaningful here.

115 Certificate Wizard

Orgamzation Information
Your certificate must include information about pour organization that
diztinguizhes it fram ather organizations.

Select or type vour arganization's name and your arganizational unit. Thiz iz tepically the
legal name of your organization and the name of vour divizion or departrment,

For further information, consult certification autharity's web site,

Orgarization;
IP‘enngws, Tgl=s j

Oraanizational unit:

|Home Difice] |
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7. Enter the common name for your website. (This must be the DNS entry name that the
website will be accessed by, at least if you don’t to get errors.) Then choose your bit size
for the cert.

IIS Certificate Wizard EH |

Your Site's Common Hame
Y'our Web site's common name iz itz fully qualified domain name.

Twpe the common name for your zite. If the zerver iz on the Intemet, uze a valid DNS
name. If the server iz on the intranet, you may prefer to uze the computer's HetBIOS
harne.

If the commaon name changes, vau will heed to obtain a new certificate.

LCommat harme:

phb.pengdows. com
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8. Put in your region info.
I1IS Certificate Wizard

Geographical Information
The certification authority requires the following geographical information,

Country/Region:
S [United St

State/province:

INel:uraska j
City/locality:

II:Imaha j

State/province and Citp/locality must be complete, official names and man not contaia
abbreviations.
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9. Choose a place to save the “ Certificate Signing Request” also known as a CSR.

IIS Certificate Wizard EH |

Certificate Request File Hame

Your certificate request is zaved az a text file with the file name you
zpecify.

Enter a file name far the certificate request.

File name:

Browse. .. |
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10. Look over the settings, click “back” if anything iswrong to correct it. Otherwise.
click “Next” then “Finish”
IIS Certificate Wizard | x| |

Request File Summary
You have chozen to generate a request file.

To generate the following request, click Mest.
File name:  chcertreg. kst

Y'our request containg the following information:

lzzued To phb. pengdows. com
Friendly M ame phb. pengdows. com
Country/F egion 15

State / Province Mebrazk.a

City Omahka
Organization Pengdows, [he.
Orgarizational Uit Home Office
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IIS Certificate Wizard | x| |

Completing the Web Server
@ Certificate Wizard
Y

You have successfully completed the "Web Server -
Certificate wizard. & certificate request was created and
zaved ta the file:

cihoertren. kst
Send or e-mail thiz file to vour certification authority,

which will send vou a responze file containing your new
certificate. j

To cloge thiz wizard, click Finizh.
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11. Open thefile, then copy the ENTIRE contents of the file to the clipboard.

E certreq.tx=t - Notepad | _ (O] x|
File Edit Format ‘iew Help
————— BEGIN MEW CERTIFICATE REQUEST-—--—-— ;I

MIIDVTCCAF4CAQAWEjELMAkGAlUEBhMCVVMxETAPBgNVBA?TCE57YnJhc2thMQ4w
DAY DVQQHEWYPhWF 0v TEXMBUGATUEChMOUGYUZ2 Ry d 3Ms TE Tuvyd XFDASBONYEAST
COhvbwUgT2Zmawn TMR K wFwy DVQQDE XBwaG I UCGYUZ 2 Ry d3MUY 2 9tMIGTMADGC SgG
SIb3DQEBAQUAA4GNADCBﬁQKBgQDtNFewvzwnyepruvnsuGTdTBszpthJijN
6u4cﬁrfPRPTP+TE+Jav4FANOCVdg+mcr/UQQ4dzkdetaMzozufkaSthMLjsTj
LeUEBghUKGgot+h220ppZEe3CdBELIHT wiPWKZCt Gy oxyHxUk Ua Awud IGUZHX TGS
TtZGpQIDAQABOT TEMTAAEYOr BOEEAY T 3DOT DMQWWC j ULIMI 4 ZNzkwl ] Twewy KKwyE
BAGCNWIBD] FtMGSwDgYDYROPAQH,/BAQDAYTWMEQGCS0GSI b3 DQE I DWR3MDUWDEY I
KOZIhvchavICAQCAMAL GCCOGESIhI DOMEAGT AQDAHEgUr DOMCEZAKEggghk §GOWOD
BZATEgNVHSUEDDAKBGr BQEFBQCDATCE, QY KW Y BBAGCNWOCA]GE7 JCEEWIBAR 54
AEQAAGE] AHIADWEZASSAZGBOACAAUGETAEEATABTAEMAABhAGS ADGE ] AGWATABD
AHLAEQEWAHOADWENAHLATQEWAGHAAGE ] ACAALABYAGSANUBPAGRAZOEY AL G AL

DOy IKDZIhw e
AQEFBQADGY EAyKOT z TxHT aak Gt 3wgbwd 3u0 ] 7hiki 1zbr4 dwonGI TG SvbLgrRak
g3Mk FpymOBEy Y T7agZLHIgI Sy xMaPa0G11lnoMr NGENKRLOTZE+10T PNexcd 1 ZMDE
Bx1Sv7ZFomx=IgBF soZosuLcn/xo2bv kMt TIMLTUlIvoaBoCBEM ] +Kxk =

————— END MNEW CERTIFICATE REQUEST---—-




12. Login to the CAcert website, choose “ Server Certificates’ then choose “New”, then
paste into the text box the copy of the clipboard. Make sureit looks exactly like thefile,
no extralines. Then Click Submit.

Free digital certificates!

CAcert

CAcert Certficate Acceptable Use Policy CAcert.org
i Go Home
Once you decide to subscribe for an SSL Server Certificate you will need to complete this agreement. Please read it carefully. Your Certificate Request can only be processed | Logout

with your acceptance and understanding of this agreement.

+ My Details
| hereby represent that | am fully authorized by the owner of the information contained in the CSR sent to CAcert Inc. to apply for an Digital Certificate for secure and
authenticated electronic transactions. | understand that a digital certificate serves to identify the Subscriber for the purposes of electronic communication and that the + Email Accounts
management of the private keys associated with such certificates is the responsibility of the subscriber's technical staff and/or contractors.

+ Client Certificates
CAcert Inc.'s public certification services are governed by a CPS as amended from time to time which is incorporated into this Agreement by reference. The Subscriber will use

the SSL Server Certificate in accordance with CAcert Inc.’s CPS and supporting documentation published at http:/fwww cacert org/docs/ + Domains

Ifthe Subscriber's name and/or domain name registration change the subscriber will immediately inform CAcert Inc. who shall revoke the digital certificate. When the Digital & ?EWEI Certificates
Certificate expires or is revoked the company will permanently remaove the certificate fram the server on which it is installed and will not use it for any purpose thereafter. The ! New

person responsible for key management and security is fully authorized to install and utilize the certificate to represent this organization's electronic presence | View

*** Please Note. All information on your certil will be except the C field, this is because it's an automated service and cannot + CAcert Web of Trust
automatically verify other details on your certificates are valid or not. If you are a valid organisation and would like more details to appear on certificates, you

will need to have at least 50 assurance points and you need to send us a copy of your document of incorporation. Then we can add those details to your + GPGIPGP Keys

certificates. Contact us for more information on our organisational services, ***

+ Disputes/Abuses
O Sign by class 1 root certificate
@ Sign by class 3 root certificate

Please note: The class 3 root certificate needs to be setup in your webserver as a chained certificate, while slightly more complicated to setup, this root certificate is more
likely to be trusted by more people.

Paste your CSR below. .

6U4C1irEPRP1P+Yy+Jav4FANOCvdg+mCr/UQQ4d3kpdLtalzD20fbk6SbtEML] 13
LeUEBghbUR6qot+b220ppZ 63CABEL HowE FWKZC L GgYoXyEXUkUa/Wud IGUzHAT QAR
TtZGpQIDAQABOIISNTA2BgorBYEEAY I3DQIDMEWNC] UuMi4zNzkwl] IwewYKKWYB
BAGCNWIBDI FrMGewDgYDVROPAQH/BAQDACTWHEQGCSGGS Ib3DREIDWQ3MDUWDGY T
RozInveNAWICAGCAMA4GCCGS Ib3DOMEAGTAGDARBgUr DgMCB2zAKBgaqhkiGOWOD
BzATBNVHSUEDDAKBgurBgEFBQeDATCE/ QYRKWYBBAGCNWOCA]GE7CB6wIBARSa
AE0R2QBIARIALWEzZAGEAZgE0ACRAUGSTAEEATABTAEMA ABNAGSADGE1AGWATABD
AHT2e QBWAEQAbWERAHIAYOEwAGGAa QB ACAAUABYAGEAdCEPACRAZOEVAIGIARAR

DQ¥JKoZIhveN
AQEFEQADGYEAYKOLZ1XHIaAkXGqt 3WQDW4 3u0l 7bKilzbr4dWONGITGSvbLOrReK
g3MkfpYmOBEYYTTagZLESqISyxMaPa0Gllngr ©Z6+101PNexc4lzMDE

BxiSV7ZFInXJgBFSoZoSULen/ xo2bYkMt I TML1ul IvoaBCCBEM] +KXk=
-END NEW CERTIFICATE REQUEST-----

About Us | Donations | Privacy Paolicy | Contact Us

13. Verify the Common name, then click “submit”

Free digital certificates!

CAacert

Please make sure the following details are comect before proceeding any further. ! Go Home
| Logout

CommonMName: phb pengdows com + My Detail
No additional information will be included on certificates because it can not be automatically checked by the system. et

- + Email Accounts

+ Client Certificates
+ Domains
+ Server Certificates
f New
| View
+ CAcert Web of Trust

+ GPG/PGP Keys

+ Disputes/Abuses

About Us | Donations | Privacy Palicy ' Contact Us




14. Copy the text of the certificate to the windows clipboard. (Leave the browser open
just in case).

Free digital certificates!

A
vacert

MIIDBDCCAdigAwIBAGICARAWDQYIR0Z IhveNAQEFEQAWVDEUMBIGAIUEChMLQOF]
ZXJOIELluYy4xEIAcEGNVEASTFWROHASLy 95d3CuQ0FIZXI0LnS yZZECHEOGAIUE
AxMTQOF§ ZXJOIENSYXNZIDHgUmSvdDAe FwOwNTE yMDMx0DQ3NDBaFwOwNZEYMDMx.
CDQ3NDBaMBsxGTAXBgNVBAMTEHBOYi SWZHSnZGI3cy5ib20wgZEwDQY TKoZ Ihvel
AQEEBQADGYOAMIGIACGBAOOOXDZVIDLERTGkaSHe 4 ZN2UHPeQ/ aFkuT Y 3pToKE
tESE+U/53L41q/gUAOS Y92 DEYKVIRBDN3e510ul0zMPan suT rlu0cwuOyNMTSQQG
BtQrqqi35vbYemlnrcJOETUe 388 /ApkK0aBihfIddSRRr9a50gZ TMEFNB1BO01kal
AQMBAAG) g¥gwgYUWDAYDVROTAQH/BATWADAOBGNVHSUELTArBggrBoEFBQCDAGYT
KwYBBQUHAWEGCWCGSAGG+E IEAQYKKw YBEAGCNwoDAZALBgNVHQEEBAMCBakwMgY T
KWYBBQUHAQEEJIAKMCIGCCSGAQUFEZABNNZ0dHRWO1 8vh2NzeC5 1 YWNLenQub3dn
MAOGCS5qGSTb3DREBBQUARSICAQBF3g20yi fhi ZOUBAGNUS] OgaBzcH1WMb1UaZID
K6Xd8J/xrESDVConR3SbO+BSYybz09Q1 PzCLusdjQNdee POUIWETeidgoQ¥EhzTC
19b5V/22JSNYEXENOE +/ id+acxLzd skTAaOMIXqvEWVCOK0z51Bnka4 +spBtE4h
4d3uXXnnOSWrEQeMeunaSEMUAFeRDIV2XT 3+qPTaLKsYPGCOsa6oagav] HEKT as
VESqowhGhyY+UK4jcDBtBY0Q5v3pPqudacXLUskxESbuKx1s5x1ySgDrag3g+en
H2awsHsidCoJ+0WCTRE776uMsiNy0/1alT2mgDEEF qAl/NGSCIBI QOAGRMSZEXX
27uGS0HNHEVIgsxui+mxaUBNmugx2 FZMOntGNG311ps 1sC6Cnb) 2dygKEnY+5vw
&vIRFGOUAP99kw+0akQaeYut BhhAY ) zwEOL TRmyd rG) GUPPE VX +CKnxbAT+Ndi 4

CAcert.org
! Go Home
! Logout
+ My Details
+ Email Accounts
+ Client Certificates
+ Domains
+ Server Certificates
| New

| View

+ CAcert Web of Trust

SMoCPEFZqXyThSGeCmingiQihHsoEx] yowvPAAIW2Y JugHGaAf 6qBYNQliKpEEry

®rnEhvSZGReL3dqBIARYZ 4 Y200 3e0d2 UpHPZF i HC+ T kdmTmaLql QMEp ERATOYGCZ + GPGIPGP Keys
ecuSvvZQNLC/ PSHROAVQLYFkY23yX2 IRC+OMVE+6q9CIps+SRRZpxzbe 6PCEUIVE

avrXLg== .

————— END CERTIFICATE-———-— + Disputes/Abuses

About Us | Donations | Privacy Palicy | Contact Us

14. Create afile and paste the new public key into it. | used c:\cert.cer to make it easy to
find. Again make sure thereisn’t any extraneous lines or other information in thefile.
Then saveit. (You may close the browser at this point)

B cert.cer - Notepad [_ (O] x|
File Edit Format Wew Help
————— EEGIM CERTIFICATE--—-- ;I

MIIDEDCCAdTgawIBAgICAhAWDDY IKOZT hy CNAGEFBQAWVDE UMBEIGALUEChMLQOF]
ZxJ0IET Uy yd xH] ACEQNVEASTFWhOdHASLY B3 d3 cuQOF JZ=10LmByZZECME0GALUE
AXMTOOF ] 2 I0TENSYXNZI DMgUMSy dDAEFWOWNT EyMDMX0DC S MDB a Fwlwi 2 EyMDMx
ODO3NDEAMES xGTAXEQNVEAMTEHEOY 1 SwZWiNZ2G 93 oy 5 j b2 OwgZBwDOy IK0ZT v i
ACEBBOADYYOAMIGIACGEACOOXPZW T hLEp7Gk o SWeyd ZH2 UHP a0 /aFKmNTY 3 pT kK
tE0E+U,/57L4 70, guAlSyB2DEYkvIREDh3eS ] 0ulozMPahSuT r TudcwuCy Wit 500G
Bthqqﬁ3SVbYGm?anJOETUEBBS/ApkKOaBihfIddSRRrgaSOgZTMfFNBlBOIkaT
g B AAE ] O gwg Y UWDAY DVROT AQH, BAIWADAUBYNVHS UELTAr BQgr BYEFBQCDALY I
K BEQUHAWEGCWCGSAGEHE T EADY KKwY BBAGCNWODAZAL BONVHOEEBAMCE a Awhiy T
K'Y BBEQUHAQEE 1] AkMCIGCCsGAQUFBZABhhZodHR WO T BvhZNzcC 5] ywN]cnqub3 dn
MAOGCSOGSI 3 DOEBBQUALY ICAQBF3 020y FhiZoUBAGNU3 jOfqaBZcMTwMblUazZID
KGXdSJﬁXFfSDVGDmRBSbO+BSbe209Q1PZCLUBJjQNdEEPOU1WHIEidgGQYShZ?C
15905,/ 22 JONY dXExGE+ T d+acxL z8sk 7Aa0M T XguBwvc Ok 0zS1Bnkgd+spBtE4Th
403 UNN03wWr KQemauna seMUAFeRDOV2Z X7 3+0PTalks Y pEC0sabcegav] HGREMAS
wE SqowhGhyr+UK4 J cDBLBY 0Q5w3pPoudacIxLuskxf shukx1s 5xlySgDbrng3gtcn
HZ awsHs 1dCoI+0wC7RET7ELMS Ty 0 1alT2ngfEFjqu/NGSCQB]aOAgRMSZfXX
z?uGQDHhWEVJEsxui+mxaUBNmuEx2FZMOntGNG31ipsisCGCnmbj2 YOIKENY+ 5w
By IRFGOUAPSSkw+Oaagaeywt Bhhay ) zwfofFrmgd rajGUPPBYx]+cknxbAT+Nd 14
SMOCPEFZxyThsGeomHmoiQIhHs 0Ex] ywwPAD W2y JUOMG aAT B EYNGL T KpfHr
xFxBhwSZGREL 3 doBwAx Y24 Y 2013 e0d2UpwPZF IMC+ Ik dmTmuL glamt pfrhrovGCz
2CUIVYZgNLS PIHRgAYO TPk Y 252 IRT+OMVE+ 6 3C T ps+ SRKZpxZDe6PCaUvia
Sl Q==

————— END CERTIFICATE-——-—-




15. Go back to I1SAdmin and right click on the website again, going back to the
“directory security” tab and, click “Next” on the welcome screen, then choose “Process
the pending request and install the certificate”, then click “next”.

IIS Certificate Wizard EH |

Pending Certificate Request

& pending certificate request iz a request to which the certification
authority haz not vet rezponded.

& certificate request iz pending. hat would you like to do’?

" Process the pending request and install the certificate

" Delete the pending request

< Back I Hent » I Cancel |

16. Choose the filename you created, then click “next”

115 Certificate Wizard

Process a Pending Request

Froceszz a pending certificate request by retiieving the file that containz
the certification autharity's responze.

Enter the path and file name of the file containing the certification autharity's rezponze.

Browsze. .. I

Path and file name:

¢ Back I Hewt > I Cancel




17. Choose your SSL port, isthe Default, then click “Next”

I1IS Certificate Wizard
SSL Port
Specify the 5501 port far thiz web zite.

S5L part thiz web site should use:

¢ Back I Hewt > I Cancel |

18. Double check everything again, then click “Next”.

IIS Certificate Wizard EH |

Certificate Summary
Y'ou have chosen to install a certificate from a responze file.

To install the fallowing certificate, click Mest.
File name: c:hoert, cer

Certificate detailz:

lzzued To phb. pengdows. com
lzzued By Cacert Clazz 3 Root
E «piration D ate 12/342007
Intended Purpoze Clignt Authentication, 5erver Authentication,
216.8401.113730.4.1.1.361.47.311.10.2.2
Friendly M ame phb. pengdows. com
< Back Cancel |




20. Click “Finish”, then close out of 11S Admin.
IIS Certificate Wizard | x|

Completing the Web Server

@ Cerntificate Wizard
Z

You have successfully completed the "Web Server
Certificate wizard.

A certificate iz now installed on this server.

If you need to renew, replace, or delete the certificate in the
future, you can uze the wizard again.

To cloge thiz wizard, click Firish.

¢ Back

Carzel |
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